The US Patriot Act, passed after the devastating day of September 11, 2001, has dramatically affected all aspects of American daily activities. This paper examines its affect on organizational behavior.
concerned with how they will communicate to their customers, clients and employees the new regulations and how they impact their day by day activities. The Patriot act has changed the way that US business is conducted, and this paper will examine this affect on organizations.
THE ACT'S AFFECTS
When the Patriot Act was signed into law it amended at least 34 laws and/or regulations. Some of those laws and/or regulations are:
1.
Title 18, United States Code (Crimes and Criminal Procedure) 2.
International Power Act 3.
Communications Act of 1934 4.
Title 31, United States Code (Money and Finance) 5.
Bank Holding Company Act of 1956 6.
Bank Secrecy Act (Public Law 91-508) 7.
Right to Financial Privacy Act of 1978 8.
Fair Credit Reporting Act 9.
National Security Act of 1947 10.
Telemarketing and Consumer Fraud and Abuse Prevention Act 11.
Crime Identification Technology Act of 1998 (Herold, 2004) Virtually any business that handles personal information, provides connection to the Internet or does business internationally is impacted by the Patriot Act. In addition to the wide scope of businesses affected by the Patriot Act, the Patriot Act does dramatically affect the following types of businesses: financial institutions, international financial institutions, money transmitting businesses, and non-financial trade or business organizations.
AFFECT ON FINANCIAL INSTITUTIONS
Within the Patriot Act there are many controls, procedures and requirements that business are required to implement. Financial institutions must now designate one or more persons to receive information concerning, and to monitor accounts of, certain individuals and organizations and establish procedures for the protection of the shared information. One criticism to the changes to bank and financial institutions record keeping is that it will cost smaller institutions more time and money to update their systems to comply with the new rules. While smaller institutions may not have the technology available to immediately begin meeting these new requirements, large institutions are not automatically immune. Citigroup had to resort to using pen and paper to record additional customer identity information required under the Patriot Act when its computer system was not updated in time for the act's required implementation deadline (Martins, C. & Martins, S., 2005). In addition to updating their systems, smaller institutions may also have to hire and train additional employees to ensure they are adhering to these new requirements.
New Regulations applied by the Patriot Act have upped the ante in compliance for smaller institutions. In the past only large banking companies have used chief risk officers to keep track of all facets of risk -credit, rate, strategic, compliance, transaction, price, reputation, and liquidity. These chief risk officers are accountable and empowered to enforce new controls and procedures. They are required to communicate these new controls and procedures to all bank employees.
The Patriot Act has also affected the training given to bank tellers. Bank tellers must not only provide outstanding customer service to their customers and sell them additional bank services, but they also have to be properly trained by their managers to monitor for money-laundering activities. Banks must now communicate to their tellers how to monitor customer transactions and behavior, and make note of it if it varies from their normal activities. They must also be trained on how to check their customers against a list of potential terrorists or people allegedly involved in drug trafficking and money laundering activities. This list is provide by the Office of Foreign Asset Control, and bank employees need to check the names of people that have made recent transactions or open accounts against those on the list. Most banks have purchased software that retrieves the list online and integrates it into their systems electronically (Paige, 2005) . While one can buy software to run the checks, it is limited by the logical functions of the computer programmers. While the new security software can flag a large withdrawal or money transfer, it can not observe the actions of the person making the withdrawal or money transfer. Only a bank employee that has been trained to watch for certain behaviors or actions can detect them.
Banks have added new training techniques, such as e-mail alerts and online training modules to help their tellers keep up with their new responsibilities. Gone are the days when you could just hire a teller, give them a quick orientation and set them loose. Because of all the new regulations, banks must now spend time constantly training and communicating with their tellers.
In addition to training their employees, banks are now faced with changing how they interact with their customers. With new homeland security rules required by the Patriot Act, banks and credit unions are facing increased security requirements. While banks and credit unions have required identification from customers in the past when opening an account, they must now document this information. The new regulations now require four pieces of information on new and existing account holders: name, physical address, identification number, which for U.S. citizens is their Social Security Number, and date of birth. All the information must be verified.
Most customers seem to understand that the requirements are in place for a good reason, according to Ed Aycock, senior vice president and regulatory counsel with the North Carolina Bankers Association (Paige, 2005) . Many banks and credit unions are now keeping literature in their lobbies designed to educated customers on the Patriot Act and how it affects financial institutions. Much of the literature focuses on explaining that the identification requirement the bank or credit union is imposing on their customers is required under federal law.
Most bank officials acknowledge that one of the biggest changes and challenges that they now face because of the Patriot Act is how to communicate to their organizations the types of transactions that must be reported to the government.
Financial institutions must also run background checks on anyone applying for financing. The Treasury Department's Office of Foreign Asset Control maintains the -specifically designated nationals‖ (SDN) list of people blocked from participating in ‗any transaction or dealing…in property or interests' within the United States. These people have been identified ‗to have committed, or to pose a significant risk of committing, acts of terrorism'. Although the blocked-persons list has been around in some form or other for nearly a decade, under The Patriot Act, private individuals such as jewelers, pawnbrokers and home buyers and now considered by the government to be financial institutions.
While many business leaders felt the burden of their newly gained -detective‖ status, the burden seemed to weigh more on banking organizations. Banks were required to conduct an investigation on their employees and they were also responsible for conducting full background checks on each and every person applying for financing. After the passing of the Patriot Act, bank executives were mandated to run checks on all potential clients using a Federal Internet database system that listed the names of individuals suspected of being involved in terrorist activity. Bankers were also expected to more highly monitor their check cashing services. The Patriot Act also greatly limited the freedoms banks had to do business with foreign banks. The burden to check these names against the list has now fallen to the title companies. Because the SDN list is a public document, initially many title agencies do not charge for this search (Braiker, 2004) . However, more and more companies are beginning to charge for the search to cover the time it takes to conduct the search and the training they must give their employees to do the search and than record the information per government regulations.
AFFECT ON CABLE/TELECOMMUNICATIONS INDUSTRY
The cable industry has also been impacted by new records retention requirements under the Patriot Act. Cable companies that offer Internet services, in particular, have had to change recordkeeping practices in order to comply with the new standards. This is principally because of differences in the way that requests for cable TV subscriber versus CABLE Internet subscriber information requests are handled under the Patriot Act. The amount and type of information required to be provided is much greater for Internet subscriber data than for cable TV subscriber information (Martin, C. & Martin, S., 2005). Keeping these two separate has become a challenge for record management managers. In addition to adjusting how they retain their records, some businesses have had to add on more employees to keep up with the information requests coming from the government.
The records retention requirements that are now required under The Patriot Act has not only caused businesses to add more employees and to spend more money on training, but some businesses have had to develop entirely new departments to adhere to these changes. Some times these compliance groups work well with the existing records management groups and sometimes not. Corporate culture and the function of the groups involved are influential factors in applying any new law to an existing records management program.
Existing records policies and systems must be analyzed in light of these new requirements. The documentation of the analysis and any changes to a businesses current records management policy should be as detailed as possible and communicated to all parties involved.
AFFECT ON STRUCTURE
The Patriot Act has also affected the way organizations are constructing new offices and floor plans. The American Society of Interior Designers released a report linking the heightened emphasis on privacy to new laws such as the Patriot Act (Pulley, 2006) . With more companies opting for close-packed, open work stations, privacy has become a major issue in the modern office. Workers complain about the lack of it and they seek creative solutions to dealing with the problem.
Organizations are looking to construct new offices that balance the need for teamwork and the desire for privacy. Valerie Hoffman, director of interior design for Lionakis Beaumont, states that you have to know who your client is to know how sensitive their documents are (Pulley, 2006) . The open-plan office probably will not work for attorneys, doctors, bankers, accountants and other professionals who must deal with the kinds of sensitive client information protected by the Patriot Act, but could be effective for other professions.
Many organizations are opting for the best of both worlds, an open inviting floor plan with opportunity for both easy interaction and strict privacy when needed. To increase work productivity, while at the same time ensuring privacy, organizations are moving towards private pods and huddle rooms. These new office designs incorporate liberal doses of natural light and include open pods for team members. Higher partitions are erected around the perimeter of each pod to provide visual privacy, block sound from nearby workstations, and minimize distractions from passing workers in the aisles. Flat plasma computer screens can be mounted on moveable arms that can be positioned to prevent other workers or clients from viewing sensitive data. Huddle rooms provide employees and their managers an area to have private conversations when necessary. Organizations are also including special conference rooms in their floor plans to allow for private meetings with clients away from the desks, where sensitive data may be visible.
Organizations have seen an increase in productivity after moving into a more open, but at the same time secure office space. Dennis McConnell, Nolte Associates chief information officer, has indicated that his company has seen a 5 percent increase in billable hours (Pulley, 2006) .
AFFECT ON INTRA-COMPANY COMMUNICATION
The Patriot Act has also impacted how, and by whom, communication within an organization can be monitored. The Patriot Act vastly expanded the authority of law enforcement to monitor private communication and personal information. Employers, on the other hand, must be careful when monitoring employee communications or divulging personal information. Most employers can avoid privacy claims by giving written notice and getting employees' written consent to monitor. Many employers are amending their policies to state they will cooperate with requests from law enforcement for access to employee files (Wilson, 2002) . According to Joan E. Bernstein you should take nothing for granted when it comes to preparing ones staff to perform appropriately as protectors of customer privacy and confidentiality. If you want your employees to know something, make sure you communicate it to them in many ways and many times. Once you are confident they know and understand your message, communicate it to them again (Bernstein, J., 2007).
AFFECT ON LIBRARIES
The issue of privacy of automated library records can affect everyone from patrons and library personal to the library board of trustees and township or city officials. To begin, libraries must be sure they know and understand the laws and regulations associated with The Patriot Act that affect them. Many libraries have retained a lawyer who has been directly involved in First Amendment issues. Once the library director and board of trustees understand the law, they must develop and put in place a privacy policy that is in compliance with applicable laws.
Every staff member should than be trained on the new policy and what they should do if law enforcement personal request confidential library records. This training should include some background information about the Bill of Rights, the USA Patriot Act, and state privacy protection laws (Bernstein, 2007) .
Libraries are also facing the issue of what records they have to retain and for how long they have to retain them, and what records they can destroy. A policy addressing the disposition of both paper and electronic data should describe what records your library retains and for what length of time. As a good rule of thumb, Bernstein suggest, that the less you retain, the less you have to worry about. There is nothing illegal or unethical about destroying or deleting records in a manner that is consistent with an established and documented record retention policy.
While there are many people libraries need to educate when it comes to their policies to protect the privacy of their patrons, none are more important than their employees. Libraries must be sure to over communicate and continuously train their employees to ensure that they will act confidently if they are ever approached by law enforcement personal seeking confidential library records.
BACKGROUND CHECKS
Safety and security measures for employees have been affected by the Patriot Act as well. Background checks have come under increased scrutiny. Many background checks are not being conducted properly, and some races and religions are being singled out. Employers who use a third person or vendor to conduct any kind of investigation must comply with the notice and authorization requirements of the federal Fair Credit Reporting Act that was amended by the signing of the Patriot Act.
AFFECT ON THE TRUCKING INDUSTRY
One specific industry that is finding itself impacted greatly by the Patriot Act is the trucking industry. Truckers who haul hazardous material are now required to undergo a security-threat assessment. The assessment is designed to track more closely the movement of hazardous materials. Drivers, who apply for, renew, or transfer a hazardous materials endorsement on their commercial driver license will undergo fingerprinting, background checks and an immigration check, according to the Department of Licensing. The hazardous materials endorsement and background checks are required for drivers transporting not only explosives, but also non-threatening commodities like paint, nail polish, chewing gum extract and soft drink syrup (Environmental NewsLink, 2005). The costs to drivers and carriers are unacceptably high and serve as a disincentive to obtain a hazmat endorsement. The program has been implemented in a non-uniform manner across the states, has an insufficient number of fingerprinting locations, and limited hours of operation.
The trucking industry is currently facing a driver shortage of 20,000 long-haul drivers at a time when freight volumes are increasing. ATA members feel the background check provision will further exacerbate that shortage. By TSA's own estimate, the background check will result in a loss of 20 percent of the hazmat-endorsed driver population.
The trucking industry is not the only industry or profession being effected by the increased requirements and costs of background checks. Universities, trade schools, libraries, automobile dealers, real estate business, and flight schools are being impacted by the additional information now required for background checks and the additional costs associated with them.
As a result of the Patriot Act, flight schools are now required to closely scrutinize foreign nationals who come to the United States for flight lessons. The act requires that before foreign students can enroll in a flight school, they must seek permission from the U.S. Transportation Security Administration, which runs a comprehensive background check (Adams, 2005) .
CRITICISMS OF THE ACT
The American Civil Liberties Union believes that the requirements on the financial institutions are one of many areas of redundancies being caused by The Patriot Act. According to Charlie Mitchell of the ACLU, ‗Your money is already going to have been checked. You're going to have had the background checks at the banks. It's sort of emblematic of a lot of the Patriot Act. Some of the intentions are good, but there's just a casting too wide of a net to be particularly effective and there's a lot of unintended consequences when you do that' (Braiker, 2004) . By compelling title companies to check out each party of a transaction, not only is the government passing on the cost of the war on terror to the consumer, they are requiring title companies to spend time and money training their employees to run background checks and maintain files that have already been completed by the banks involved in the transaction.
Some attorneys and watch groups find the Justice Departments power, given by the Patriot Act, to wiretap executive phones and bug boardrooms to investigate federal anti-trust crimes to be too broad. According to Philip Kircher, co-chair of the commercial litigation department at Cozen O'Connor, there is a possibility that the federal government will stick their noses into more routine business activity with the hope of finding minor violations (Swanton, 2006) . Other concerns are that trade secrets and confidential strategy information will be made public and that attorney-client privilege could be breached.
REGULATIONS' IMPACT
More and more, business is being driven through regulation. Multiple regulations from Sarbanes-Oxley to HIPAA to The Patriot Act will continue to have a big impact on costs and how businesses communicate those changes to their employees, but will do nothing to increase revenue (Swanton, 2006) The question becomes how to minimize the impact on business operations.
What if your information and technology department had a single system that meets most regulatory requirements? What if you were able to determine that the processes, policies and procedures for many government regulations were very similar? For example, the way a life sciences company documents and certifies to the Food and Drug Administration that it cleaned its drug manufacturing tanks is similar to how a company might document and certify a change in procedures that affected revenue to meet Patriot Act requirements (Schwartz, 2006) .
Most compliance software contains features that cut across most compliance issues; they include documentation, management, collaboration, process automation, and auditing. As requests for compliance software come in from different business units, only the IT department is in a position to see the commonality. The IT department must speak up and address the decision makers to integrate as many business units and the regulations and policies they must comply with into a limited number of software programs. Companies cannot afford to have point solutions for the DEA, DoJ, EPA, FDA, OSHA, and SEC, not to mention state and local requirements (Schwartz, 2006) . As business is driven more and more by regulations, it is more critical than ever that business units and IT are aligned.
Businesses were expected to immediately comply with act although little or no explanation on the acts stipulations was provided. It was made known that companies were to investigate all of their employees regardless of their level in the said organization. While conducting these investigations, employers were to be looking for any connection of their employees with members of a comprehensive list of terrorists. Overall the productivity of many businesses declined due to the investigative commands that were now placed on the chief executive officer. Gaylen Knack, principal at the Minneapolis-based Gray Plant Mooty, voiced his frustration with the forced compliance of the Patriot Act by stating, -Congress adopted this broad business legislation in a short period of time and business leaders didn't fully understand what was being asked of them. Plus, some of these provisions might be impossible for companies to follow completely and for the government to monitor.‖ Speaking of the investigative hassles specifically, he stated, -It is really impossible for companies with operations everywhere to constantly check this confusing list. Especially with how deep within these organizations we are being asked to look.‖ (Martyka, 2002) .
IMPACT ON THE JUDICIAL SYSTEM
The United States judicial community also felt a significant impact from the passing of the Patriot Act, most significantly in the arena of grand jury proceedings. -Section 203 of the USA Patriot Act amends Rule 6(e) of the Federal Rules of Criminal Procedure. Rule 6(e) codified a longstanding tradition of diligently preserving the secrecy of grand jury proceedings. Secrecy has been an important component of the grand jury process since at least the seventeenth century, when grand jurors successfully objected to the king's efforts to publicize--and thereby politicize--grand jury proceedings. This tradition of secrecy was incorporated by the American colonies into their own grand jury systems.‖ (Collins, 2002) The United States courts have historically stated five main functions of Rule 6(e). These functions include preventing investigated defendants from potentially escaping; inhibiting these defendants from tampering with the investigation of other witnesses; preventing the said defendant from influencing the jurors themselves; providing public protection to those individuals who are later found to be innocent; and promising complete disclosure from grand jury witnesses. (Collins, 2002 ) Section 203 would have large reaching implications.
Section 203 dictated that the once highly secret information provided to the grand jury, must now be made readily available to federal law enforcement if this information involved matters of foreign intelligence or counterintelligence. As in all aspects of the Patriot Act, foreign intelligence related to any and all information which would signal a potential terrorist attack or similar danger to the United States. While Section 203 did discuss the -conditions' of this grand jury disclosure (informant may only use information in his official capacity, the extent of use may be limited according to established legal guidelines, and an attorney for the government must file that a disclosure was made to the court in a timely fashion), many members of the judicial community argued that these conditions were not stringent enough to protect the security of grand jury cases.
SUCCESSES OF THE PATRIOT ACT
The United States Patriot Act has proved successful on many fronts. This is found to be true even though some of the provisions of the act have -sunset‖ (no longer enforced) in 2005. It is believed that the men and women fighting for the freedom of our country today would not have the specialized equipment such as night-vision equipment and smart bombs which help them to defend and capture overseas. These words, spoken by John Ashcroft in an address to the United States Congress in Washington DC on July 13 th , 2004, depict the magnitude of impact this act has had on the United States, -The Patriot Act is al Qaeda's worst nightmare when it comes to disrupting and disabling their operations here in America. Our law enforcement and intelligence teams have never before been so integrated and coordinated, and technologically -equipped, to target the twenty-first century threat of global terror.‖ (Gerdes, 2005) There have been many specific incidents in which the Patriot Act has proved to be successful. Although the Patriot Act has offered the citizens of the United States protection in this age of terrorism, it has been argued by many that this security has come at a cost. That cost being the absence of one's civil liberty. This viewpoint is voiced quite clearly by the National League of Cities (NLC), one of the oldest and largest national organizations. The NLC and its supporters make it quite clear that they support the United States efforts to protect and defend against terrorism but at the same time do not believe that it should be done so by taken away the guarantees promised in the Constitution. The NLC is in strong favor of amending the Patriot Act to protect the unalienable rights of the American citizen. There are others in favor of this also, -Those who, in effect, seek to suspend major parts of the Constitution and its Bill of Rights until we win the war against terrorism must realize that this is a long -term war and, hence, provisions that might apply for a very short period of time, during a dire state of emergency, cannot be applied here. To live for any length of time without the rule of law that makes us what we are is not an option, nor should it be.‖ (Etzioni, 2004 , p. 1) It's clear that the United States Patriot Act has had a profound effect on organizational behavior.
CONCLUSION
The Patriot Act has had a major impact on how business operate, communicate with, and train their employees. The added regulations have caused many businesses to revisit their policies on background checks, records retention and regulatory compliance software and to some extent, how they design their workspaces. The reality is that as long as The Patriot Act is on the books, it will impact businesses and businesses need to address it.
